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Restoration: [ASCPAGIES 23% 35% 40% 45% 49% 62% 85% 100%

Tech o—. Detection, starting the recovery & identifying our approach
ec

workstream: ° ’ Early recovery testing - Restoration 1approach

Accelerated recovery -
Restoration 2 approach

® 00:56
® 03:30 Ran first restore with
Code freeze across Restoration 2 approach
all products

® 01:00
100% site
restoration
® 03:37 shared with
customers

® 07:38
Script that deletes sites starts running ® 03:58 45% of impacted users
- start of impact for affected users First successfulrestored restored
and validated tenant
® 07:46 returned to customer
First support ticket is created by an

impacted customer ® 09:36

40% of impacted users
® 08:01

® 10:
restored 10:05

Allsites technically
restored and automated
validation completed

Script that deletes sites completes
running - all customers now impacted

® 08:17
Major Incident ticket is raised and
investigation begins

® 08:53
Confirmation that the root cause was
the script and that this was nota
cyber attack
® 15:33
® 09:37 Restoration 2 approach
Restoration 1approach begins stream formed

® 18:37
Implemented tooling to increase ® 22:00
number of sites available for Completed scripts for
front-loading by 3X automated validation of Remaining sites in
restored tenants customer validation
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Cloud ID,and —_—

activation of the Identity data -
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4 \ J .
= : Y
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) Main product

Customers
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- Site’s Identity data - allservices

users, groups,
Y permissions, etc
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records associated
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Main product site’s third-party
databases apps

Customers
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was functioning
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Alltimes in UTC

April

Incident: 35
Incident occurs ZI:?S 23:56
Allimpacted &
® 07:46 usershave  Status
First customer beenrestored ddjustedto
e Resolved
and severity
08:17 adjusted to
Incident created Green
Atlassian acknowledges outage Communicated issue identified Clarity on what happened
Status: Limited information cornmunicated. Inconsistent communication on time to restore. Whowas affected, tirme to restore, % restored, and addressed data Loss.
Incident
comms: ® 00:56
® 01:00 First proactive [e] 0
Firstemailto  Atlassian public i 100% site
affected comms restoration
customer
billing ® 01:50 ® 02:00
contacts First personalized Atlassian publishes
email to affected CTO’s blog and Si?f;l“:?f:ﬂlﬁ""y and Statuspage
customers (from Statuspage including %
Co-CEO) restored information
® os:31 ) ©103:45 . ® 04:30
Initial Atlassian Continued Atlassian responses via support and social First Community post Al
response begins with detailed outage
support tickets updates and Q&A Ce e
® 09:01 of sites restored
First Statuspage - Restoration promised
update pes ot mone s by April 22 via support [IESREREGEE
tickets.
® 17:00
Proactive calls to Continuedcallsto customers
customers begin
® 17:30
First press article
(includes Atlassian Continued communications
statement)
® 2315
Partrers notified Continued upcites
Restoration: [SCPAGIEES 23% 35% 40% 45% 49% 62% 85% 100%
Tech c—. Detection, starting the recovery & identifying our approach
workstream:
° . Early recovery testing - Restoration 1approach

Accelerated recovery -
Restoration 2 approach
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